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SSG Q/A WorkShop - 
Introductory Notes

SCAP Security Guide (SSG):

● delivers security guidance, baselines, and associated 
validation mechanisms using the SCAP protocol

https://github.com/OpenSCAP/scap-security-guide
https://github.com/OpenSCAP/scap-security-guide
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SSG Q/A WorkShop - 
Introductory Notes

SCAP Security Guide (SSG):

● delivers security guidance, baselines, and associated 
validation mechanisms using SCAP protocol

● links security hardening advice for (Red Hat) products 
with official requirements (NIST SP 800-53, USGCB ..)

● bridges the gap between official security requirements 
and specific security hardening implementation details

https://github.com/OpenSCAP/scap-security-guide
https://github.com/OpenSCAP/scap-security-guide


SSG Q/A WorkShop -
Introductory Notes

SCAP -- Security Content Automation Protocol:

● Suite of specifications
○ to standardize format and nomenclature

○ by which software flaw and security configuration information 

○ is communicated both to machines and humans

http://scap.nist.gov/


SSG Q/A WorkShop -
Introductory Notes

SCAP -- Security Content Automation Protocol:

● Latest version 1.2 (NIST SP 800-126 Rev. 2)
● Work on 1.3 version in progress

○ Design and development comments  were                                               

accepted till 28-th Sep 2015

http://scap.nist.gov/
http://csrc.nist.gov/publications/nistpubs/800-126-rev2/SP800-126r2.pdf
http://csrc.nist.gov/publications/drafts/800-126/sp800-126r3_call-for-comments.html
http://csrc.nist.gov/publications/drafts/800-126/sp800-126r3_call-for-comments.html


SSG Q/A WorkShop -
Introductory Notes

SCAP v1.2  set of:

● Languages 
● Reporting Formats
● Enumerations

● Measurement / Scoring Systems
● Integrity Model

XCCDF 1.2 OVAL 5.10.1 OCIL 2.0

ARF 1.1 AI 1.1

CCE v5 CPE 2.3 CVE

CVSS 2.0 CCSS 1.0

TMSAD 1.0

http://scap.nist.gov/revision/1.2/index.html
http://scap.nist.gov/revision/1.2/index.html
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://oval.mitre.org/language/version5.10/
http://oval.mitre.org/language/version5.10/
http://scap.nist.gov/specifications/ocil/#resource-2.0
http://scap.nist.gov/specifications/ocil/#resource-2.0
http://scap.nist.gov/specifications/arf/#resource-1.1
http://scap.nist.gov/specifications/arf/#resource-1.1
http://scap.nist.gov/specifications/ai/#resource-1.1
http://scap.nist.gov/specifications/ai/#resource-1.1
http://nvd.nist.gov/cce
http://nvd.nist.gov/cce
http://scap.nist.gov/specifications/cpe
http://scap.nist.gov/specifications/cpe
http://cve.mitre.org/
http://cve.mitre.org/
http://csrc.nist.gov/publications/PubsNISTIRs.html#NISTIR_7435
http://csrc.nist.gov/publications/PubsNISTIRs.html#NISTIR_7435
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7502
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7502
http://scap.nist.gov/specifications/tmsad/
http://scap.nist.gov/specifications/tmsad/


SSG Q/A WorkShop -
Introductory Notes

SCAP standards relevant to SSG:

XCCDF 1.2 OVAL 5.10.1 OCIL 2.0

ARF 1.1 CCE v5 CPE 2.3 CVE

http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://oval.mitre.org/language/version5.10/
http://oval.mitre.org/language/version5.10/
http://scap.nist.gov/specifications/ocil/#resource-2.0
http://scap.nist.gov/specifications/ocil/#resource-2.0
http://scap.nist.gov/specifications/arf/#resource-1.1
http://scap.nist.gov/specifications/arf/#resource-1.1
http://nvd.nist.gov/cce
http://nvd.nist.gov/cce
http://scap.nist.gov/specifications/cpe
http://scap.nist.gov/specifications/cpe
http://cve.mitre.org/
http://cve.mitre.org/


SSG Q/A WorkShop -
Introductory Notes

SCAP standards we will cover today:

XCCDF 1.2 OVAL 5.10.1

http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7275-r4
http://oval.mitre.org/language/version5.10/
http://oval.mitre.org/language/version5.10/


SSG Q/A WorkShop -
SSG Repository Structure
Currently supported SSG products:



SSG Q/A WorkShop -
SSG Repository Structure
Supported versions of Red Hat Enterprise Linux:



SSG Q/A WorkShop -
SSG Repository Structure
Directory structure of concrete product ( RHEL/6 ):

● Exceptions are JBossEAP5 and JBossFuse6 products



SSG Q/A WorkShop -
SSG Repository Structure

Observation #1: 

Modifying content of input/    folder for each product 
(except JBossEAP5) is sufficient to contribute a new group 
or rule.



SSG Q/A WorkShop -
SSG Repository Structure
Directory structure of input/ folder per product (RHEL-6):



SSG Q/A WorkShop -
SSG Repository Structure
Meaning and structure of special   shared/    directory:

● Used to hold  content applicable to >= 2 products
● Easier maintenance (avoids duplicated data)
● Process of unification (still) not finished      



SSG Q/A WorkShop -
SSG Repository Structure

Observation #2: 

If particular OVAL check or remediation script has same 
form across multiple products it should be placed into 
shared/    directory (rather than into concrete product 
directory).



SSG Q/A WorkShop -
SSG Repository Structure

Observation #3: 

If by porting an OVAL check or remediation script between 
the products (e.g. RHEL/6 => RHEL/7) that OVAL check / 
remediation is recognized as being identical for the two 
products, it should be placed into the shared/    directory 
(rather than into concrete product directory).



SSG Q/A WorkShop -
Contributing To SSG

SSG “shorthand” format:

● Applicable to both XCCDF and OVAL
● Idea:

○ Replace the need to edit one big final XCCDF / OVAL file

○ By editing (bigger) set of smaller files



SSG Q/A WorkShop -
Contributing To SSG

SSG “shorthand” format -- Idea (continued):

○ The content of these files is to be grouped by the relation of the 

rule to:

■ Higher set of rules for the same OS component (XCCDF),

■ Or to form one OVAL definition



SSG Q/A WorkShop -
Contributing To SSG

SSG “shorthand” format -- Idea (continued):

○ Let the build system to take care for actions like:

■ Expand concrete namespace identification for objects

■ Combine the elements into resulting output (XCCDF , 

OVAL) documents 



SSG Q/A WorkShop -
Contributing To SSG
SSG “shorthand” XCCDF                 vs              Official XCCDF:



SSG Q/A WorkShop -
Contributing To SSG
SSG “shorthand” OVAL                vs              Official OVAL:



SSG Q/A WorkShop -
Contributing To SSG
XCCDF (Extensible Configuration Checklist Description 
Format): (very informally):

● Organization layer
● Presentation layer

http://scap.nist.gov/specifications/xccdf/
http://scap.nist.gov/specifications/xccdf/
http://scap.nist.gov/specifications/xccdf/
http://scap.nist.gov/specifications/xccdf/
http://scap.nist.gov/specifications/xccdf/


SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF rule:

● Relevant SSG repository folders:          
<product>/input/xccdf/system          
<product>/input/xccdf/services

● Identify the SSG product the rule is to be applicable for 
(RHEL/6, RHEL/7 etc.)

○ Based on that select concrete SSG subfolder the new rule will be 

added into



SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF rule (continued):

● Identify the XCCDF group the rule is to be applicable 
for:

○ Is this new rule for system service or other OS component?

■ for service place it into <product>/input/xccdf/services 

folder

■ for other OS component (kernel, networking etc.) place it 

into <product>/input/xccdf/system



SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF rule (continued):

● Identify the XCCDF group the rule is to be applicable 
for:

○ Does a particular XCCDF group already exists for this 

functionality?

■ If yes, place the rule into that group of XCCDF shorthand 

file relevant to that system component, e.g. 

<product>/input/xccdf/system/auditing.xml



SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF rule (continued):

● Identify the XCCDF group the rule is to be applicable 
for:

○ Does a particular XCCDF group already exists for this 

functionality?

■ If no, create a new XCCDF group for that rule

● Place the created group into particular XCCDF 

shorthand document based on “locality principle”



SSG Q/A WorkShop -
Contributing To SSG
● Identify if the XCCDF group for the rule already exists: 



SSG Q/A WorkShop -
Contributing To SSG
● Available system/ XCCDF groups for RHEL/6:



SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF rule:

● LIVE DEMO



SSG Q/A WorkShop -
Contributing To SSG
Contributing new OVAL check:

● Relevant repository folders:

          <product>/input/oval

          shared/oval

● LIVE DEMO



SSG Q/A WorkShop -
Contributing To SSG
Contributing new remediation script:

● Relevant repository folders          
<product>/input/remediations/bash 
shared/remediations/bash 

● Provide standalone bash script

●



SSG Q/A WorkShop -
Contributing To SSG

Contributing new

 remediation script

 -- example:

●



SSG Q/A WorkShop -
Contributing To SSG
Contributing new XCCDF profile:

● LIVE DEMO



SSG Q/A WorkShop -
Developer Workflow
● SSG code is hosted at GitHub
● We follow the GitHub flow:

○ Fork the repo

○ Create feature branch in forked repo

○ Perform, test locally &  commit the code changes

○ Push the changes to the feature branch

○ Create a pull request (proper description, labels, milestones)

○ Wait till Jenkins finishes the PR testing:

■ If PR testing by Jenkins failed, inspect the failures & fix 

them (possibly commit additional changes)

■ If PR testing by Jenkins passed, your job is done

https://github.com/OpenSCAP/scap-security-guide
http://scottchacon.com/2011/08/31/github-flow.html


SSG Q/A WorkShop -
Reviewer Workflow
● SSG code is hosted at GitHub
● Reviewing existing PRs is as much as important as 

providing new code changes
● Reviewer Workflow:

○ Check out the list of existing PRs

○ Apply the proposed code changes from PR to be reviewed on top of 

your local branch (synchronized with upstream master)

○ Build the content

○ Test the particular code changes (verify announced problem is 

corrected)

○ If testing succeeded, ACK and merge the PR into upstream

https://github.com/OpenSCAP/scap-security-guide
https://github.com/OpenSCAP/scap-security-guide/pulls


SSG Q/A WorkShop -
Build the SSG Content
● SSG code is hosted at GitHub
● Clone upstream master
● Build RPM from the upstream content:

○ # make clean

○ # make SSG_VERSION_IS_GIT_SNAPSHOT=no rpm

● Or install scap-security-guide RPM package according 
instructions for your distribution

https://github.com/OpenSCAP/scap-security-guide
http://www.open-scap.org/security-policies/scap-security-guide/#install


SSG Q/A WorkShop -
Where to Go Next
● Check out SSG upstream wiki pages
● Check out the OpenSCAP portal pages
● Check out SSG OpenSCAP portal pages

https://github.com/OpenSCAP/scap-security-guide/wiki
http://www.open-scap.org/
http://www.open-scap.org/security-policies/scap-security-guide/


SSG Q/A WorkShop -
That’s It!

● Thank you for your attention.

● Questions / Feedback Welcome !


